IMpunoxenne Ne2. MngopManuoHnas namMsaTka 115 00y 9aiomuxces ISt pasMemeHus Ha
opuumaasnmx Marepuer-pecypeax

C KaXIbIM IOJAOM MOJOJCKH B HHTEPHETE CTAHOBHTHCH Donbure, & MKOABHUKH OJHH U3
CAMBIX BKTHBHBEIX [10JIb30BaTENEH Pyne‘ra. Memy TeM, MMOMHMO OI'POMHOIO KOJIHYECTBA

BO3MOKHOCTEH, WHTEpHET HeceT M Mpobnemel. DTa naMaTKa JOKHA 1IOMO4bL 1ebe GezonacHo
HaXOIUTHhCS B CETH.

Komnviomephusie supycet

Komnpiorepusiit  BHpyC ~ 3TO  Pa3sHOBHAHOCTh  KOMNBIOTEPHBIX  [POrpamm,
OT/AMYMTENBHON OCOGEHHOCTRIO KOTOpOH ABAAEICH CHOCODHOCTL K pasMHOXeHHio. B
NOMONHEHHE K 3TOMY, BUPYCHl MOTYT TOBPEAHTH HJIH MONHOCTBIO YHHUTOXKHTH BCe (aiin K
JAHHBIE, TOAKOHTPOILHEIC MOJNB30BATENO, OT HMEHH KOTOPOro Oblia 3amylieHa 3apakéHHas
NporpaMMa, a TAKKE NMOBPEANTL WM JakKe YHHYTOKHTh ONEPAUHOHHYIO CHCTEMY CO BCEMH
haitiamu B uenoM. B GonbIIHHCTBE CyYaes PACNIPOCTPAHAKOTCA BUPYCE! Yepes HHTEPHET.

MeTo/ibl 3alHTLl OT BPE/IOHOCHBIX MPOrPamMm:

1. Wenonb3yit coBpeMesibie ONEPAHOHHBIE CHCTEMbI, HMEIOIIHE CepuE3bIil YPOBEHD
JAUATHE OT BPEJOHOCHBIX TPOrpaMM;

2. TlocrosuHo ycranasausail nmauty (MMQPOBLIC 3AIVIATKH, KOTOPhIC ABTOMATHHECKH
YCTAHABIMBAIOTCA C HENbIO A0palTKH nporpaMmbl) H Apyrue oOHOB/ICHHA CBOSH
OnepalHOKOH cHeTembl. CKaunBail HX TONBKO ¢ OQHIMANLHOIO caiTa pa3paboTyuKa
OC. Ecin cyimecTBy€eT pe)kuM aBTOMATHHECKOI0 ODHOBJICHHS, BKJIIOYH €ro;

3. PaGoraii Ha CBOEM KOMMBLIOTEPE NOJ NPaBaMH [10/IL30BATENA, 4 HE AJIMHHHCTPATOPA.
D10 He No3BOJNHT OONBIIHHCTBY BPEAOHOCHBIX MPOrpaMM HHCTALIHPOBATLCA HA
TBOEM NEePCOHANBHOM KOMIBIOTEPE;

4. Wcnons3yii aHTHBHPYCHBIC NPOrPAMMHEIE TIPOAYKTH HIBECTHBIX NPOM3BOAHTENCH, C
aBTOMATHYECKHM oDHOBNCHHEM Das;

5. Orpauuyub GH3HEECKHA 0CTYN K KOMNBIOTEPY U NOCTOPOHHHX JIHIL

6. Wcnonbayil BHemiEne HocuTe M MEQOPMALINY, TaKHe Kak duiemKa, Auck win daiin u3
HHTEPHETA, TOJILKO U3 NPOQEPEHHBIX HCTOYHNUKOB,

7. He oTKphiBail KOMNOBIOTEPHBIC (ail/ibl, MOJYUEHHBIC M3 HEHAAEKHLIX MCTOUHHKOB,
JNaxe rte daiiibl, Korophie npucian TBOH 3nakoMeid. Jlyuwe yTousn y Hero,
OTTIPABIIAN JIH OH TeDe HX.

Cemu WI-FI

Wi-Fi - 370 He BUA nMepeaaun JAHHBIX, HE TEXHONOIHS, @ BCEro ML Opens, Mapka, Ee
B 1991 roay umnepnanjckas xomnauus saperucrpuposana 6penn «WECA», uto obosnauano
ciosocoueranue « Wireless Fidelity», kotopsiit nepeponutes kak «DecnpoBOAHaSs TOUHOCTBY.

Jlo samrero Bpemenu jomna apyras aO0pesuarypa, KOTOpas HBISETCA TaKOH Xe
Texnonorneii. Iro abbpesuarypa «Wi-Fin, Takoe Hazpanue ObUI0 IAHO € HAMEKOM Ha CTaHApT
BBICIINIT 3ByKOBOH Texuukn Hi-Fi, 4T0 B nepesosie o3nagaeT «BHICOKAA TOUHOCTHY.

Jla, Gecnnatunit HHTEpHET-0CTYN B Kade, OTCJAX U A3PONOPTaX ABAACTCA OTIMHHOH
BO3MOKHOCTBIO BhIXOAA B MHTepHET. HO MHOI'HE 3KCnepTs! CHHTAIOT, YT0 obmenocTyninie Wi-
Fi cern ve spasiores 6e30NacHbIMA,

Cosersl 110 Gesonacnoety pabore B obmenocTynubix cetax Wi-fi:



He nepenasaii CBOIO /JMuHYI0 HHQOPMAIMIO Hepe3 obmenocrynusie Wi-Fi cern.
PaGoras B HHX, KeJATEJLHO HE BBOAWTE MapOiH AOCTYNA, JOTHHEI H KIKHE-TO
HOMEDPA;

Mcnonb3yii # 0GHOB/AH AHTHBHPYCHBIE IPOrPaMME! H OpanMayep. Tem caMbIM ThI
obesonacumb cebs OT 3aKAUKH BHPYCa HA TBOE YCTPOHCTBO;

Ipu wucnonmszosasun Wi-Fi oTkmoun (QyHKIMIO «O6umit gmoctyn k daiinam
npuntepamy. Jlannas QyHKIMA 3aKpHTa N0 yYMOTHAHHIO, O/IHAKO HEKOTOpbIe
[10JIB30BATE/H AKTUBUPYIOT €€ Jutd yA00CTBa MCHONL30BAHKS B paboTe wiu yuele;
He wcnonbayit mySmusmsii WI-FI it nepenady NHMUHBIX QHHBIX, HANPHMED ATH
BEIXOJI@ B COLHABHBIE CETH H/IH B JJIEKTPOHHYIO [IOYTY,

Unonb3yi TOABKO 3&UANICHHOC COCAMHCHHE HEpes HTTPS, a ne HTTP, T.e. npn
naBope BeG-anpeca BBOIK uMenHO «hitps://;

B wmobuibuom Tenmedone orkmour ¢ymkumo «[loarmoucHue K Wi-Fi
aproMaTHueckuy. He fonyckail aBTOMaTHUECKOro MOAKTIOYEHHS YCTPOHCTEA K CETIM
Wi-Fi Ges TBOErO COrjacks.

Coyuanvruie cemu

CouHaibHbie CETH AKTHBHO BXOINT B HALIY HM3Hb, MHOTHME JIOH paboTAIOT H KHBYT
TaM TOCTORHHO, a B Facebook ye 3aperncTpupoBal MHJUTHAPI HE/I0BEK, HTO ABAACTCH OJIHOH
cenbMON Beex kuTeliell maamersl. MHOIHE NONB30BATENN HE NOHHMAIOT, HTO uHpopMallHs,
paIMeIeHHas HMH B COLMATBHEIX CETAX, MOKET OITh Hafi/ieHa i HCMOMB30BANA KeM YTOAHO, B
TOM uHCe He 00s3aTensbHo ¢ GIarHMH HaMEPeHHIMH.

(OCHORHBIE COBETEI 1O GE30NACHOCTH B COUHATLHEIX CETAX:

I,

2,

Orpanuus coucok apyseit, Y T1eba B JApy3piX HE NOKHO ObITh CHTYYaiiHBIX H
HE3HAKOMBIX Ok ;

Sanmiai cBOK 4acTHyIO Ku3kb. He ykaizpisaid napoim, teseousl, anpeca, paty
TBOEFO POXKICHHS W JAPYIYIO THUHYIO WHPOPMAIHIO. 3MOYMBILLICHHHKR  MOTYT
HCITOJIB30BaTh e HHGOPMAIMIO O TOM, Kak Thi H TBOH POAMTENH IIAHHPYCTC
NPOBECTH KAHHKYJILL,

Sanmmiait CBOKO PENYTALMIO - AEP/H e B HHCTOTE W 3aiaBai cebe sonpoc: xoren Osl
Th, 4TOOB! APYIHe MOMB3OBATEIH BHACAH, HTO Thl sarpyxaews? loaymai, npexie
4YeM HTO-T0 ONnyOIHKOBATE, HATMCATL U 3arPy3HTS,

EC/IM THI TOBOPHIIb C MOABMH, KOTOPIX HE 3HACHIB, HE HCTIOMLIYH CBOE PEAILHOC
MMA M APYTYIO MHuHYI0 HEbOpMauH#: HMA, MECTO JKHTENLCTBA, MECTO yaebnl
npouee;

Waberaii pasmemenns Gotorpaduii 8 Mutepnere, rae ol n300paXeH Ha MECTHOCTH,
110 KOTOPOH MOJKHO ONPEIC/IHTE TBOE MECTONOIOKEHHE!

[lpn perucTpaiiy B COMMANBHON CTH HEOOXOMMMO HCIONB30BATE CIAOMKMULIC HAPOITH.
cocTosHe W3 GyKB i wHdp H C KOTHYECTBOM 3HAKOR He MeHee §;

JIns cOUMATBHOM CeTH, MOYUTHl B IPYTHX CalToB HeoOXOARMO HCHOAB30BATL PA3HBIC
maposmi, Torja eciu Tebs B3AOMAIOT, TO 3OYMBIULICHHAKH HOMYHaT A0CTYR TOIRKO
K OJIHOMY MECTY, a He BO BCE cpasy.

Dnexmponnvle OCHLZU

JNIeKTPOHHBIE ACHBIYM — 3TO OueHb YIoDHbH cnocod nnarekeil, OJIHAKO CYIHIECTBYIOT
MOLUIEHHHKH, KOTOPBIC XOTAT NOMYHHTEH 3TH ACHbLIH.

3!18[(’1'p0HHble JIeHLIM TIOABMIHCH COBCEM HEABHO M HMEHHO W3-3a 310ro B0 MHOTHX
roCyMapcTBax a0 CHX Mop HE TIPOIIHCAHO NP0 HHX B 3aK0OHAX.



B Poccun xe OHH (YHKUMOHHPYIOT H O HHX YKE TNPONHCAHO B 3aKOHE, [C HX
pasfensioT HA HECKONBKO BHAOB — AHOHHMHBIC W HE AHOHHMHBIC. PasHuna B TOM, 4TO
AHOHMMHBIE - 9TO Te, B KOTOPBIX Pa3peiliaercsi MPOBOAHTL onepaudn Oe3 MueHTH(UKALMH
NONB30BATENA, @ B HCAHOHWMHBIX HACHTH(UKAIKH [I0NL30OBATENS: ARIALTCH 00A3aTENBHOI.

Takke chaefyer pasaMuaTh 3NEKTPOHHBIE (HATHBIC NCHBIH (PaBHBI rOCYIAPCTBCHHBIM
BATIOTAM) 1 INEKTPOHHBIE HEPUATHBIC JICHEIH (HE PaBHBI FOCYIAPCTBEHHBIM BATIOTAM).

OcHoBHBIC COBETBI 110 GezonacHoit paboTe ¢ 3ICKTPOHHBIMH JICHBIaMH !

1. TlpuBsku K cdeTy MOGHIBHBIE Tenedon. 10 caMmbii yaobHEIT U GBICTpEIL cnocob
BOCCTAHOBMTH J0CTYN K cuety. IIpussasanubiil TeneoH momoxer, ecid 3adyreun
CBOH MJIATEKHEIN APONL MK 3alJICINE Ha CAHT C HE3HAKOMOTO YCTPOHCTBA,

2. Hcenonw3ayit omropasoBsie naponu. [locne mepexoma Ha YCHICHHYIO aBTOPH3ALMIO
Tebe yxe He By/IeT YrpokKaTh ONACHOCTL KPAXH WIIH MIEPEXBATa [IATEKHOTO Napos;

3. Buibepn caoxusiii napons. [Ipectynnukam OyzeT He NPOCTO yrajarh CIOMHEL
napo:1s. Hanexusie napoiu — 370 Napoim, KOTOphie COJEPKAT He MeHee 8 3HAKOB U
BKJIIOYAIOT B ceDf CTPOYHLIC M NponHcHbie OYKBb, UWH(PHI 1 HECKOIBLKO CHMBOJIOB,
TAKHE KAK 3HAK JI0JUIapa, PyHTa, BOCK/IMUATeNbHEIH 3Hak 1 1.0, Hanpumep, $tROng!;;

4. He BBOIKM CBOM MTHYHEIE JaHHbIE HA CAfTAX, KOTOPBIM HE IOBEPACUIL.,

Dnexmponnas nowma

DNeKTPOHHAs MOYTA — 3TO TEXHOJOTHA U NPEAOCTABIAEMbIC €10 YCIYIH 10 NEPECEUIKE H
NOJIYHMEHHIO EKTPOHHBIX COODUIEHUH, KOTOPbe PACHPEAEIAOTCA B KOMIBIOTEPHOH CeTH.
OBBMHO  MEKTPOHHBIH [MOYTOBBIA  SUMK  BRICIAAMT  Cleayiouum  00pasoM:

MMS_MONb30BaTENA(@KUMa_JjloMena, Takike KpoMe nepejaqu MpoCToro  TeKCTd, HMECTCH
BO3MOXHOCTE Nepeasarh (pafisl.

OcuosHbie coBeTh 110 Ge3onacuoit pabote ¢ MMEKTPOHHON NOYTOIL:

1. Hamo Buibpath npasunbubiil 104TOBLI cepsiuc. B uuTepuere ecTh orpomubiil 86100p
GecrnnaTHBIX MOYTOBEIX CEPBHCOB, OJHAKO JIyYiUe A0BEPATH TEM, KOI'0 3Hatllb H KTO
TEPBLIH B PEHTHHIE,

2. He ykasemail B auunoii noure muunyo uadopmanmio. Hanpumep, iy4ie suibpars
«My3bIKanbHBI_danar@y» umm «poxk2013» BmecTo «remal3n;

3. Hcnoas3yd ABYX3TAITHYIO aBTOPH3AINI0, DTO KOI/A [IOMHMO [aPOJiA HYKHO BBOAHTS
KOJI, IpHChUIaeMblit no SMS;

4. Buibepn crnoxusil napons. [ KaxIoro NovyToOBOro ALIMKAa AOAKEH OwlTh CBOM
HALCHH DI, YCTOHYUBLIH K B3/IOMY Napois,

5. Ecnm ects BO3MOMXHOCTH HAIHCATH CAMOMY CBOMW JIMMHBIA BONPOC, MCIONB3YH 3TY
BO3MOKHOCTD;

6. Wcnonb3yit HECKONBLKO MOYTOBHIX AmHKoB. [lepsuiii Ui 4acTHOH NEPENHCKH €
agpecaTaMi, KOTOPLIM Thi JIOBepsACilb. ITO JNEKTPOHHLIH aipec HE Halo
HCIIOJIB30BATE NIPH PerucTpainy Ha Gopymax u caifrax;

7. He orkpsiBait daiinel @ Apyrue BAOKEHHA B IHCHMAX AAXe €CJIM OHH NPHILUTH OT
TBOMX Apy3eit. Jlyuine yTouHK y HEX, OTnpaBasiu a4 onn Tebe 3t daitiny;

8. Ilocne oxonwanus paboTbl HA NOYTOBOM CEPBHUCE II€pe/l 3aKPhITHEM BKIAIKH C
caifiToM He 3a0yab HaxaTh Ha «BeifTH».



KubepOynnunz wiu eupmyanvroe uzdeeameincmeo

KuGepOymmmur — npecnegoBaine COOOMIEHHAMH, COACPKAIMMH  OCKOpOIeHH:A,

arpeCcCHIo, 3aImyruBaHue; XYJIHIaHCTRO, COUHaIbHOe 60ﬁx0'mponaane C NMOMOLIBLID PA3JIMHHBIX
HHTEPHET-CEPBHCOB.

Ocuopnsie coBersl 10 6opebe ¢ knGepOyUIHHIOM:

1. He Gpocaiica B Goil. Jlyuiunii cnocob: nocoserosatses Kak cebs BECTH M, eC/H HeT
TOro, K KOMY MOXHO OOparuThCH, TO BHAY&IC YCNOKOMTHCA. Ecam Th HauHemsb
OTBEYATL OCKOPONEHHAMH Ha OCKOpPOJICHHS, TO TONBKO emte Oonblie pasodoKeib
KOH(IHKT;

2. Yupasnsii ceoeli kubeppenyranueii;

3. AHOHHMHOCTH B ceTH MuuMaid. CymecTByloT cnocobbl BRICHHTB, KTO CTOMT 3a
AHOHHMHBIM AKKAYHTOM;

4. He crout BecT# XynHranckuit o0pas sBupTyansHoi xu3a. MHTepHeT QrkcupyeT see
TBOH JICHCTBUA ¥ CoXpaHseT BUX. Y aanuTe ux Oyaer KpaliHe 3aTpyAHHTeNbHO;

5. Cobmonaii CBO# BHPTYAJBHYIO HECTh CMOJIOAY;

6. MWreopupyii emuununbii Heratus. OAHOpasoBble OCKOPOHTENBHBIE COOBLICHHA
jiy4ine HrHopHpoBaTh. OOBIMHO arpeccus NPeKpalaeTCs Ha Ha9aNbHON CTa N,

7. bax arpeccopa. B nporpammax o6Mesa MrHOBEHHBIMH COOOLICHHAMH, B COLMANBHBIX
CeTHX €CTh BO3MOXNHOCTH OJIOKHPOBKH OTHpPaBKM COOOMIEHHH ¢ OIpee/CHHBIX
aapecos;

8. Ecnn 1wt ceumerens knbepOyumnra. TBou aelicTsus: BBICTYIHTL NPOTHE
IpecienoBareis, NOKasaTh eMy, YTO0 €ro AeHCTBHA OLEHHBAIOTCHA HETraTHBHO,
NOAACPXKATh JKEPTBY, KOTOPOH HYXKHA [ICHXONOIHYECKas MOMOUb, COOOHHTEL
BIPOCHLIM O (haKTe arpecCHBHOIO NOBSACHHA B CETH,

Mobunbuwiic menegon

CoBpeMenHble CMapT(OHEI W IUIAHIIETHl coaepkar B cebe BHOMHE BIPOCILI
$yHKUMOHAN, M Temeps OHH MOIYT KOHKYPHPOBaThb CO CTAIMOHAPHEIMH KOMIBIOTEPAMH,
Opnuako, CpeacTs 3alUThl U MOAOOHLIX YCTPOHCTE noka oueHb Mano, TecTupoBanue u NoucK

YA3BUMOCTEH B HHX NPOMCXOAMT HE TAK MHTEHCHBHO, kak wia TTK, To xe camoe xacaercs u
MOOHABHBIX NPHIIOIKEHHI,

Coapememuﬂe MoOHIBHEIE 6p8y36pbl VAC NPAKTHYCCKH NOrHAIM HACTOJILHBIC 4HAIONH,

OJIHAKO pacumMpeHHe (yYHKUMOHAnA BieveT 3a cobol GOABUIYIO CAOKHOCTE M MCHBILYIO
JAIHIIEHHOCTD.

Jlaneko He BCe MPOM3BOIAMTE/H BEHITYCKAIOT OOHOBIEHHA, 3AKPHIBAIONIKE KPHTHUCCKHE
YAIBUMOCTH JUIA CBOHX YCTPONCTB.

Ochosubie cosetsl s GezonacHocT MOGHIBHOTO TenedoHa:

l. Huuero me sisiercs mo-nacrosmemy OecruiatueiM. Byab octopokes, Beap Korza
tefe npeanaraloT OecnnaTHBIl KOHTEHT, B HEM MOrYT ObITh CKpLITHl KaKue-10
IIATHBIC YCIYTH;

2. Jlymai, npeagie yem otnpasuts SMS, Goto wim suzgeo. Tel TouHo 3HaGMS, /1€ OHHK
OyayT B KOHeYyHOM HTOTE?

3. HeobxoaumMo 0OHOBISATS ONEPAIHOHHYIO CHCTEMY TBOGTO cMapTdoHa;

4. WMcnone3yit aHTHBHPYCHBIE NPOTPAMMBI AUT5i MOBHIIBHBIX TelieOHOB,



5. He sarpyzail npUIoKeHns 0T HEH3IBECTHOIO MCTOYHHKA, BE/lb OHI MOTYT COACPHATH
BPENOHOCHOE porpaMmuoe obecneyeHne;

6. Tlociie TOro Kax Th BEHIZCIIL C CaifTa, rAe BBOMMI JAHYHYIO HHPOPMALMIO, 3aiiun B
HacTpoiiku Opaysepa u yaauu cookies;

7. Ilepuommvecku MpoBepsil Kakue IIATHBIE YCAYIH AKTHBHPOBAHE! HA TBOCM HOMEPE,

8. Jlasaii cpoit nomep MOGHIBHOTO TeieOHA TOMBKO JIOAAM, KOTOPEIX Thl SHACHIL H
KOMY JIOBEpSELLb,

9, Bluetooth jomkeH GbiTh BHIKIIIOYEH, KOTAA Thi MM He momb3yeuibes. He sabbisadt
HHOT/1d TIPOBEPATH 3TO.

Online uepwi

CoBpeMeHHBIC OHNAMH-HIPH — 9TO Kpaco4lbie, 3aXBaThiBAIOUHE PaIBICHCHHA,
OB BEIMHAIONIHE COTHH THICHY YENOREK 110 BeeMy MupY. Mrpoks HCCHCAYIOT JaHHBIH HM MHD,
obmAITCR APYT € APYIOM, BHINONAAIOT 3a1aHHA, CPAKAIOTCA ¢ MOHCTPAMH H MOJYHAOT ONLIT.

3a YNOBONLCTBHE OHM IUIATAT: NOKYNAIOT [HCK, ONIA4MBAIOT aDOHEMEHT HiM npuobperaloT
KAKHE-TO OILIHH,

Bee 3TH cpeacTsa MAYT Ha [OMICPKAHWE W PA3BHTHE MIPBL, a TAKOKE HAa caMmy
$e30NACHOCTh:  COREPUICHCTBYIOTCA CHCTEMBl 4BTOPH3ALMH, BBLIIYCKAIOTCA HOBBIC [aTHy
(1mdpoBLIe 3AMAATKH /7S POTPAMM ), 3AKPHIBAIOTCH YAIBUMOCTH CEPBEPOB.

B nojpobubx HI'Pax CTOMT OIlacareCi HE CTO/IBKO CBOHX CONEPHHUKOB, CKOIILKO KpaiH
TEOEIO aposis, Ha KOTOPOM OCHOBAHA CHCTEMa asTOpPH3AlHH GosblIHHCTBA HIP.

OcHOBHBIE COBETHI M0 HE30MACHOCTH TBOETO HIPOBOI0 aKKayHTa:

1. Ecnu apyroit urpok sejieT cef I10X0 Wi co3)aeT Tebe HENpHATHOCTH, 3a010KupYH
€ro B CITMCKE HIPOKOB;

2. TMoxanyfics agIMHHHCTPATOPaM MIPhl HA [UIOXOC [OBEACHHE ITOr0  MIpoKa,

KEJATEIbHO TIPHAOKHTH KAKHE-TO JIOKA3aTeILCTBA B BH/AC CKPHHOB,

He ykasbiBait 1H4HY10 HHGOpMaIio B mpodaiiiie urpsl,

Yeaxah Apyrax yYacTHHKOB 110 HIpe:

He ycranasnusali HeopHUMAIbHEIC NATYH H MOJEL;

Menons3yii COXHBIE H PA3HBIC PO,

Jlazke BO BpeMs MIpPbl HE CTOMT OTKIOWATH anTHBMpyc. [loka Twi mrpacuib, TEOH

KOMIBIOTEP MOI'YT 3apPa3HTh.

=4 Lh) e 1)

Quuunz Wil KPasea 1usnblx Oantsix

OObrunoit Kpawel JAeHer ¥ JZOKYMEHTOB CErOJHA YK€ HMKOrO HE YIHBHIG, HO C
PAIBATHEM  MHTEPHET-TEXHONOTHHA  3MOYMBIUUICHHHKH —[EPEMECTHINCE B HHTEDHET, M
NPOAOIKAIOT 3aHHMATECA WIHOOHMBIMY» ACIOM.

Tak nosBuAack HOBas yrpo3a: HHTEPHET-MOUICHHHYECTBA MAHM (MIIMHT, [MIaBHAA Uelb
KOTOPOrO COCTOMT B NONYYCHHH KOHQHICHUMATBHLIX AGHHLIX MO/b30BaTe’eH — JOrMHOB W
maponeii. Ha auraunitckom sabike phishing unraerca kax guumur (ot fishing — peibuas nos:s,
password — naposns).

Ocnopuble coBeTsl N0 Goprbe ¢ Ppuumurom:

. Cneam 3a CBOMM aKKayHTOM. ECIH Thl 1OA03peBaClb, YTO TBOA aukera Osuia
B3OMaHa, TO HeoOX0aMM0 3abnokupoBaTh €¢ ¥ COODIIHTL AAMHHHCTPATOPAM
pecypca 06 3TOM KaK MOMKHO CKOpee;



2. Ucnone3y#t GezonacHwle BeG-caiithl, B TOM YHCIE, HHTCPHET-MArasHHOB H
HOHCKOBEIX CHCTEM;

3. Mcrmons3yit cnoxusie # pasHuie napomd. Taxum ofpasom, ecin 1efs BIIOMAKOT, TO
AMOYMBIILICHHAKH TOJIYSaT IOCTYTI TOJBKO K OJIHOMY TBOEMY MPOQHIIIO B CETH, 4 HE
KO BCEM;

4. Ecnu 1ebs panoMamH, TO HeOOXOAMMO TPEAYNPEJHThL BCEX CBOHX 3HAKOMBIX,

Kotopsie nobaniennl y Tebs B APY3BAX, O TOM, YTO Tebs B3NOMAIN H, BO3MOKHO, OT

TBOEr0 HMEHH BY/eT pacChulaThest CNaM H CChUIKH Ha QUIIHHTOBBIE CalThl;

Veranosr HazexHbi napons (PIN) va MoGumbHbIT Tenedou;

OT1KIOYH coXpaHenue naposs B Gpaysepe;

. He orkpoiBai Qaiinsl H Apyrde BIOKCHHA B MHCHMAX JaXe €CliH OHH NpHULIH OT

TBOMX Jpy3eii, JIyuine yTouH#M y HEX, OTIPAB/AIM K OHYU Tebe 3TH daiiibl.

N

Lugposas penymayusn

[ludposas pemyranmsa - 370 HerarWsHas WiM nosuTHBHAs uudopmauns B ceti 0 Tebe.
KoMnpometnpyiomas MHGOPMALMsA DA3MEIICHHAs! B HHTEPHETE MOKET CEpbe3HEIM 00pasoM
OTpasuTHCH Ha TBOelt peanvHON xm3nu, «Llndposas penyrauua» - 970 TBOH HMHIDE, KOTOPBIH
bopmupyeTes w3 HHbOpMaiHn o Tebe B HHTEpHETE.

TBOE MECTO KHTENLCTBA, Y4eOhl, TROe (HUHAHCOBOE NOJOXKEHHE, OCODCHHOCTH XapaKTepa
H PaccKasbl 0 G/H3KHX — BCE ITO HAKAIUIKBAETCA B CCTH.

MHor#e HOAPOCTKH IErKOMBICACHHO OTHOCATCS K MyGmiKkauuu JMyHO# nudopmaly B
MuTepiiere, He MOHMMAs BO3MOMKHBEIX nocnecTeuil. Thl A@Ke He CMOKELIL JOTAAATLECH O TOM,
yro dororpadus, paMelieHHas 5 net Hasan, CTaia NPHYHHOH 0TKa3a NPHHATL TebA Ha pabory.

KomMenrapuu, pasmemcnue tBoux Gortorpadmii u Apyr#e JCHCTBHA MOIYT He
HCUE3HYTh A@ke MOC/AE TOro, KaK Thl WX yaawmiub. Tel HE 3HaCIWIb, KTO COXpaHMI ITY
HHOOPMALHIO, [IONANA JIH OHA B MOHCKOBRIC CHCTEMBI H COXPaHWJIACH JIH OHA, & IJIaBHOS: HTO
noAyMaKT 0 Tebe OKpyKalollee JIOH, KOTOphie HaiAyT W yBuaaT 31o. Halitn uadopmaumio
MHOIO JIeT CHyCeTs cMoOker moboif — kak H3 00pbIX NOOYKIAEHHH, TaKk H C HAMEPECHHEM
NPHYHHATE BPeA. DTO MOKET ObITh KTO YIO/IHO.

(OCHOBHEIE COBETEI 110 3aluTe WH(POBOH permyTaliu:

1. Tlomymait, npexue wem uto-To nybimkoBath W nepenasarh y cebsa B Ouore win B
CONMANIBHOM CeTH,

2. B HacTpoitkax npodus YCTAHOBH OrPaHHYCHHSA HA NPOCMOTP TBOCTO MPOYHIL i €ro
COAEPAUMOro, CAENal ero TONLKO WU JApY3eH»,

3. He pazmemaii u He ykaszbiBail MHQOPMaLIO, KOTOpas MOKET koro-mbo ockopbasts
I 00MXKaTh,

Aemopckoe npaso

CoBpeMEeHHBIC IIKONBHUKH— AKTHBHBIC TNONB3OBATSAM WH(POBOro IPOCTPAHCTBA.
OHaKo JaeKo He BCE 3HAIOT, YTO NOJL30BAHHE MHOIMMH BO3MOKHOCTAMH LUU(POBOrO Mupa
Tpebyer coboaeHus Npas Ha HHTEIUICKTYaNbHYIO COOCTBEHHOCTE.

TepMHH «HHTEIUIEKTYAIbHAS COOCTBEHHOCTE) OTHOCHTCA K PasjiM4HBIM TBOPCHHAM
YEJNOBEYECKOro yMa, HAUHHAA ¢ HOBBIX M300peTeHnil # 3HaKoB, 0003HAYAIOUIMX COOCTBEHHOCTL

HAa TPOAYKTEI M YCIy'H , M 3akagquBas kuuramu, Qororpaduamu, KHHOPHIEMAMH H
MY3bIK&/ILHBIMY [IPOH3BEICHHAMH.



ABTOpPCKHE MPaBa — 3T0 1PABA HA HHTEMICKTYAALHYIO COBCTBEHHOCTD HA IPOU3BEACHUS
HayKi, THTEPATypE! # UCKYCCTBA, ABTOPCKHE NIPaBa BLICTYNAIOT B KAYECTBE FAPAHTHH TOTO, 4T0
HHTC/LICKTYQILHEIH/TBOPYeCKHit TPy aBropa He GyAeT HanpacHsM, aact €My CchpaBeTHBbIe
BO3MOMHOCTH 3apaboTaTh Ha pe3yNBTATAX CBOETO TPYMa, MONYYHTE H3BECTHOCTD H NpHIHAHHE,
Hukto Ge3 paspewenns antopa He Moxer BOCIIPOM3BO/IHTE €0 IPOH3BEICHHE, PACIPOCTPAHATD,
nybIMYHO NCMOHCTPHPOBATH, NPOIABATS, HMIIOPTHPOBATL, [yCKaTh B nNpokar, Iy6imuno
HCTIONHATE, TIOKA3BIBATE/MCTIOMHATL B 3QHUpe WIH pasMellaTs B Unreprere.

Hcnonssosanne «mpaTckoro» mporpaMMHOr0 06eCIICHeHH S MOKET [PHBECTH K MHOIHM
PHCKAM: OT NOTEpH AAHHBIX K TBOMM aKkayHTam 10 GJIOKHPOBKH TBOErO YCTpolcTBa, i
YCTAHOBACHHBIH He nerabHas mporpamma. He crout Takke 3abmmarh, uro CYICCTBYET
JieranbHBIC H GECTUIATHEIC IPOrPAMMEL, KOTOPHIC MOKHO HAMNTH B CCTH.

O nopmane

CereBnuok.pd — TBOH rinasuslil COBeTYHK B CeTH. 31eCh THl MOXEIb Y3HATL O
Ge30MacHOCTH B CETH MOHSATHLIM M JOCTYIHEIM A3LIKOM, & [IPH BO3HMKHOBEHHH KPHTHYECKOH
CHTYAUHH OOpaTHTECH 3a COBETOM. A Takike NPHHATL YHACTHE B KOHKYPCAX M CTATH CaMbiM
LHQPOBLIM IPaskaaHHHOM !



